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IT infrastructure of an organization or a country. Cybercrime has many

types, but, in this paper we have focused on DDoS attack into an E-

Commerce network to spread bots throughout the network. DDoS

attack can be used to sabotage a service or as a cover for bots delivery.

In this paper a dynamic SIS — SEIRS model is proposed to represent
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1. INTRODUCTION

The growth of Internet technology has thrown several challenges in the form of requirement
of a suitable cyber defense mechanism to protect the valuable business information stored in
e-commerce systems and for information in transit over network. Towards this goal, it is very

much necessary to understand the types of attack in the network and develop mathematical
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model to represent their behavior. In this paper we will be developing a mathematical model

to understand DDoS attack while delivering bots within an e-commerce network.

A denial-of-service attack (DoS attack) or distributed denial-of-service attack (DDoS attack)
IS an attempt to make computer resources of a network unavailable to its legitimate user. In a
DDosS attack, an attacker may use your computer to launch DDoS attack to another computer
of your network or others by using various tools, like, Trinoo, Tribe Flood Network (TFN),
Stacheldraht, Shaft, MStream, etc. Botnet is the popular medium to launch DoS/DDoS
attacks. The term “Botnet” is used to refer to a group of compromised computers (also known
as zombie computers) under the control of hackers, running malwares under a common
command and control infrastructure.*” A bot is an automated program for doing some
particular task, often over a network. Bots have all the advantages of worms, but are
generally much more versatile in their infection vector, and are often modified within hours
of publication of a new exploit.!**!

2. Modeling the System

Several mathematical models have been developed which give clear view of attacking
behavior as well as the transmission of malicious codes in network,™® In this section of our
paper we will develop a model on DDoS attack to spread of bots within an e-commerce
network. DDoS attack paralyze Internet systems by overwhelming servers, network links, and
network devices like, routers, firewalls, etc., with bogus traffic,!* A network is composed of
hosts and routers and it has an edge and a core. The hosts live at the edge, while the core
consists of an interconnected mesh of routers,"® Hosts are the interface between the
organization’s internal network and external internet. Hosts are the gateway of attacks to
spread the bots into the network.

Dynamic model for infectious diseases are mostly based on compartment structures that were
initially proposed by Kermack and McKendrick,""***! and later developed by other
mathematicians. We have divided the entire e-commerce network into two sub networks,
viz.; External Network which basically consists of host computers (SIS model) and Internal
Network consists of the remaining nodes (SEIR model) of that network, which includes
routers, servers and other devices attached to the network. We have represented the DDoS
attack and spread of malware into the network schematically by using an interactive epidemic
SIS-SEIRS model which consists of two sub models as shown below in the following figure-
1.
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;iR Internal Network

Fig. 1. Schematic presentation of S-1-S and S-E-1-R-S model.

Our entire SIS-SEIRS model consists of basically four types of nodes as a whole which are
discussed as follows:

The fraction of Susceptible class nodes of the total population at any time in internal network
and external network of the model are represented by Si and Se, respectively. The fraction of
Exposed class nodes of the total population at any time in internal network of the model is
represented by Ei. The fraction of Infectious class nodes of the total population at any time in
internal network and external network of the model are represented by Ibi and Ibe,
respectively. The fraction of Recovered class nodes of the total population at any time in

internal network of the model is represented by Ri.

Different transmission rates of the nodes among different compartments (classes) in our
proposed model are used to show the dynamism of the model are as follows: B: transmission
rate of the nodes from Susceptible class to Exposed class in internal network and Susceptible
class to Infectious class in external network; €: transmission rate of nodes from Exposed
class to Infectious class in internal network; y: rate of recovery in internal network, i.e.,
transmission rate of nodes from Infectious class to Recovered class in internal network; ai:
transmission rate of nodes from Recovered class to Susceptible class in the internal network
due loss of immunity (e.g., due to outdated version of antivirus); b: birth rate of the
susceptible nodes in external network; d: natural death rate of susceptible nodes and
infectious nodes in external network (i.e., crashing of nodes due to the reason other than the
attack of malicious codes); : death rate of infectious nodes in external network due to DDoS
attack; oe: rate of updated run of antivirus software which transfer the nodes from infectious

class of external network to its susceptible class.
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The corresponding system equations for the Internal Network of our proposed model are

given in the following system (1) equation:

%:_ﬁsilbe_'_aiRi

dE,

d_tlzﬁsilbe_gEi (1)
dl,,

d—:':‘sEi — b

%:ﬂbi_aiRi

For the above system (1), we may assume the following equation,

S;+E +1,,+R, =1
f— Ri :1_(Si -i—Ei + Ibi) (a)

The corresponding system equations for the External Network of our proposed model are

given in the following system (2) equation:

ds,
F:b_ﬂselbe_dse_'_aelbe
oe _ gs 1, —al,. —(d + 1)l
dt e ' be e "be M (2)

For the above system (2), we may assume the following equation,
S,+1l,,=1=S5S_,=1—-1_ (b)

By using the equations (a) and (b), respectively, we may simplify the above mentioned two

systems equations, viz.; (1) and (2), into the following system (3) equation:

_ddsti =—fSlpe + ¢, (1—(S; + E; + 1))

dE.

—i = S, — &F,

dt ﬂsl be i

dl,,

—2 =gk -/,

dt i }/lbl

—dlbe—ﬂ(l—l MW, —a 1, —(d+ )l

dt - be/ " be e "be H) e (3)

Let Z be used to represent the feasible region for the corresponding system (3) for the model
given in the fig. 1. Hence we may write Z as follows:

z={(S,,E;,,,,1,,) eR*:S,>0,E, >0,1,,>0,1,, >0,
S+, + 1. =L, +1,, <1}
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3. Solution And Stability
In this section we discuss the local stability at bots free equilibrium as well as at endemic

equilibrium as follows:

A. Equilibrium Points
To calculate the equilibrium points for the proposed model, we set the right sides of the
model equations of system (3) equal to zero, that is,

ds, dEi _ . 9loi _ . Ale

I: ; ! bl bl :O
dt dt dt dt
S* = £ o 1
B—a.—d—u (e + e +a, + 4%
p—a,—d—pu 4
E =« 1
(e+ e +o; + ais)
p—a,—d—pu 4

Using the above mentioned four equations, the trivial bots free equilibrium is obtained at
point E; = {1,0,0,0} and the endemic equilibrium is found at point E> = {S;", Ei’, lpi, Ive },

where,
« & 1
oo =5 ae a,e
7 e+ ! +o; + )
p—a,—d—pu y
« P-a,—d-—u
Ibe: ﬂ

B. Basic Reproduction Number

Number of infected node should increase to become endemic, i.e.. For system (1)

a o g :>5Ei—ylbi>0:>£>1
dt dt A

For system (2)

ﬁselbe_aelbe_(d_'_ﬂ)lbe >0
:ﬂselbe_(ae+d+#)lbe>o
£S.
(xe +d +40)

The above condition is satisfied, when the basic reproduction number, C. Stability of The

System

R =—ﬂ >1
a,+d+u
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Theorem 1. The malware free equilibrium E; of system (3) is locally asymptotically stable in
Zif R <landisunstableifR >1.

Proof. Linearizing system (3) around the malware free equilibrium point E; = {1, 0, 0, 0}, we

obtain the following Jacobean matrix J :

-0 C0 g -p
0 -¢ 0 B

Je, = 0
& -y 0

0 0 0 pB-(a,+d+u)

The characteristic equation for the above matrix (J¢ ) is given as follows:
So, either, {~(8—-(a, +d + 1) — )}~(a; + DH{(e + ) + )} =0
(B~ (o +d+ )~ 2)}=0 4
= Ah=—(a.+d+u)+f

From the above equation (4) it can be found that the value of A; will be negative if the
following holds:

L0 <o, +d + g
— R <1

Or,
[(x + D+ AD)(r +A)}]=0 )

From the above equation (5), we get the value of A as follows:
L =—a, ly=—cand 4, =—y

Hence all the Eigen values of the Jacobean matrix J at equilibrium point E; = {1, 0, 0, 0}
are negative whenR <1. So, it is proved that our proposed system is stable at equilibrium

point E; = {1, 0,0, 0} whenR <1.

But, whenR >1, we get

g

————>1l=p>a,+d+u
a, +d+u
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Now given the above condition, i.e. 8>, +d + u, it can be easily found from the equation

(9) that, the value of A; becomes positive; hence our system becomes unstable. So, it is also
proved that our proposed system becomes unstable at equilibrium point E; = {1, 0, 0, 0}
whenR >1.

Theorem 2. The endemic equilibrium E\of system (3) is locally asymptotically stable in Z if
R>1.

Proof. Linearizing system (3) around the endemic equilibrium point E; = {S;", Ei", Iyi , lpe },

we obtain the following Jacobean matrix J¢ :

Pl —a -a -5,
Blye ¢ 0 B,
Je =
: 0 R 4 0
0 0 0 p-2p8l,—(a,+d+u)

From the characteristic equation for the above matrix (Jg2) we get: Either,
-p+20l, +(a,+d+u)+A1=0

(6)
= A == 2l +1) = (a, +d + 1)

From the above equation (6), it is found that the value of A, is negative. Or,

-0+ Blya)) —(y + D(Blpe +a; + A)(e+ A)
+a;pl,.]=0

=+ 2Pl +a; +e+y)+

He(Bly + )+ Blye+7(Bly +o + )3+ (1)
Ug(ﬂlbe +ai)+7/aiﬁ| be +ﬂ|beaig}: 0

Let X2, A3, and A4 are the roots of the above equation (7). From the theory of equation, it is
found that the value of A,, A3 and A4 is negative. And from equation (6) above, it is already
proved that the first Eigen value A; of Jg, is negative. So, all the four Eigen values viz., A1, A,

A3 and A4 Of Jg, are negative whenr >1. Hence the endemic equilibrium at E; is locally

asymptotically stable if R > 1.

4. CONCLUSION

In this paper we have designed an interactive epidemic SIS-SEIRS model which consists of
two interactive sub models to represent the DDoS attack and spread of bots into an e-
commerce network. It is mathematically proved that the proposed system is asymptotically
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stable at malware free equilibrium point if the reproduction number is less than one and
unstable if the reproduction number is greater than 1. It is also proved mathematically that the
proposed model is asymptotically stable at endemic equilibrium point if the reproduction
number is greater than one. It is also shown graphically that the stability of the model is due
to the absence of malware in the system when the reproduction number is less than one. The
comparison between Si vs. Ibi shows that when B is increased by a fixed value (0.01), it
decreases the value of Si and increases the value of Ibi and hence make the system more
infectious. And the rate of increase in I,; is more than the decrease of S;. The limitation of our

proposed model is that, it does not allow inclusion of new node in internal network.
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