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ABSTRACT 

In cryptography, more particularly for the linear Feedback Shift 

Register (LFSR) of length n, the irreducibility of the polynomial 

over 2 is very important to generate a binary 

pseudorandom sequence corresponding to the nonzero initial state 

vector derived from the secret key, because it is well known
[9]

 that any 

LFSR of length n whose characteristic polynomial is a primitive 

polynomial over 2 will generate a periodic sequence of period 2
n
-1 for 

any nonzero initial state vector. In this paper, we start with the study of  

the reducibility and the parity of the number of irreducible factors of the polynomial 

in 2 . We show that 1) If n = 2 or n = 3, the polynomial P(x) is 

irreducible over 2; 2) If n ≡ 2 mod 3 and n > 3, the polynomial P(x) is reducible over 2; 3) If 

n ≡ 0 or 2 or 3 or 5 mod 8 and n > 3, the polynomial P(x) has an even number of irreducible 

factors over 2, then P(x) is reducible over 2 ; 4) If n ≡ 1 or 4 or 6 or 7 or 9 or 15 or 22 mod 

24 and n > 3 then P(x) has an odd number of irreducible factors over 2; 5) If 

 is irreducible over 2 , then n ≡ 1 or 4 or 6 or 7 or 9 or 15 or 22 mod 24 

and n > 3. The converse is not true. We close this paper by proposing two programs, in 

Python language, to build irreducible and primitive polynomials, , over 

2. For example, we build all irreducible polynomials, , over 2 of 

degree at less greater than 1000 and primitive polynomials of 
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1 INTRODUCTION AND NOTATIONS 

Cryptography, broadly defined, is the science that studies a wide range of issues in the 

transmission and safeguarding of information. The increasing importance of cryptography in 

the ”information age” and the concomitant flourishing of cryptographic research have had a 

profound impact on number theory to acquire a practical urgency. A stream cipher is an 

important class of symmetric-key encryption scheme. Their essential property is that the 

encryption transformation changes for each symbol of the plaintext and they are advantageous 

because they avoid error propagation. In a narrow sense, it generates cryp- tographically secure 

pseudorandom numbers from a shored key, and takes exclusive-OR with the plain message to 

obtain ciphered message. One way to generate such pseudoran- dom numbers is to use a non-

secure generator like Feedback Shift Register, in particular a linear Feedback Shift Register ( 

LFSR), the basic building blocks in most stream ciphers, that one can initialize by using the 

key, and then apply some complicated functions to its outputs to obtain a secure sequence, 

called the keystream generator. 

 

Recall that LFSR of length n which produces a sequence with minimal period of maximal 

possible value 2
n
 − 1 starting from an arbitrary nonzero initial state is called maximum-length 

and the produced sequence is called m-sequence.  It is well-known that an n stage LFSR is a 

maximal-length register if and only if a polynomial associated to it is primitive of degree n of 

2n (i.e an irreducible polynomial 2 . of degree n such that   mod (f (x)) 

for all prime factor r of 2
n
 − 1).

[9]
 If the Mersenne number 2

n
 − 1 is prime then for any non 

trivial x ∈ 2n is a generator of 2n , we then deduce : if 2
n
 − 1 is a prime number then every 

monic irreducible of degree n over 2 is a primitive polynomial. 

 

Therefore, it is necessary to require for an irreducible polynomial over 2 to have its 

degree equal to length of LFSR. Irreducibility of polynomials in 2[x] can be tested in a 

variety of ways.
[8]

 For instance, f (x) ∈ 2[x] of degree n is irreducible if only if gcd(f (x), 

x
2i  

+ x) = 1 for all . This follows from the facts that x
2i

− x ∈ 2[x] is the 

product of all monic irreducible polynomials in 2[x] of degree dividing i, and that if f is 

irreducible it has a factor of degree at most . This irreducibility condition can be tested 

efficiently using generalizations of Euclidean algorithm. The number of terms must be 

odd, as otherwise x + 1 would be a factor. The number N2(n) of monic irreducible of degree 

n over 2 is given by the following formula  
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For purpose of the fastest software realization of LFSR of length n, it is desirable to have an 

irreducible polynomial f ∈ 2[x] of degree n with as a few terms as possible because only few 

bits of feedback shift register must be combined with or exclusive. The specialists of 

cryptography like to use the trinomial x
n
+x+1 for implanting LFSR because only two bits of 

feedback shift register must be OXRed. 

 

In this paper, we start with the study of the reducibility and the parity of the number of 

irreducible factors for the polynomial P (x) = x
n
 + x + 1 in 2[x]. We show that: 

1) If n = 2 or n = 3, the polynomial P (x) does not have a root in 2, then P (x) is irreducible 

over 2 (Proposition 3.1); 

2) If n ≡ 2 mod 3 and n > 3, the polynomial x
2
 + x + 1 divides P (x) in 2[x], then P (x) is 

reducible over 2 (Proposition 3.3); 

3) If n ≡ 2 or 5 or 8 or 11 or 14 or 17 or 20 or 23 mod 24, the polynomial P (x) is reducible 

over 2 (Corollary 2); 

4) If n ≡ 0 or 2 or 3 or 5 mod 8 and n > 3, the polynomial P (x) has an even number of 

irreducible factors over 2 (Proposition 3.2), then P (x) is reducible over 2 ; 

5) If n ≡ 1 or 4 or 6 or 7 mod 8 and n > 3, the polynomial P (x) has an odd number of 

irreducible factors over 2 (Proposition 3.2); 

6) If n ≡ 1 or 4 or 6 or 7 or 9 or 15 or 22 mod 24 and n > 3, the polynomial P (x) has an 

odd number of irreducible factors over 2 (Proposition 3.2); 

7) If P (x) = x
n
 + x + 1 is irreducible over 2, then n ≡ 1 or 4 or 6 or 7 or 9 or 15 or 22 mod 24 

and n > 3. The converse is not true. Indeed, we show that the polynomials x
25

 + x + 1, x
31

 + 

x + 1, x
33

 + x + 1, x
39

 + x + 1, x
52

 + x + 1, x
54

 + x + 1 and x
70

 + x + 1 are reducible over 2. 

Because x
8
 + x

4
 + x

3
 + x

2
 + 1 divides x

25
 + x + 1, x

3
 + x + 1 divides x

31
 + x + 1 and x

52
 + x + 1, 

x
3
 + x

2
 + 1 divides x

33
 + x + 1 and x

54
 + x + 1, x

7
 + x

6
 + x

3
 + x + 1 divides x

39
 + x + 1 and x

8
 + x

7
 

+ x
5
 + x

4
 + x

3
 + x

2
 + 1 divides x

70
 + x + 1 in 2[x]. 

 

We close this paper by proposing two programs, in Python language, to build irreducible and 

primitive polynomials, P (x) = x
n
+x+1, over 2. For example, we build all irreducible 

polynomials, x
n
 + x + 1, over 2 of degree at least greater than 1000 and all primitive 

polynomials of degree at least greater than 100. 
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In this section we introduce the notation that will be used throughout this paper. 

 

2n : the finite field of order 2
n
. If n = 1, 2=  is called the binary finite field of 

characteristic 2. 

 :   the cyclic multiplicative group of all non zero elements in 2n of order 2
n
 − 1. 

2 [x] : the ring of polynomials in the indeterminate x and with coefficients from 2. 

gcd(k, m) : the greatest common divisor of positive integers k and m. 

ϕ : the Euler function; if m is a positive integer, ϕ(m) is the number of integers k with 1 ≤ 

k ≤ m and gcd(k, m) = 1. 

E(x) : The integer part of a real number x. 

 

2 Preliminaries 

We recall some results from R. Lidl, H. Niederreiter.
[9,11]

 and Selmer.
[15]

 

Theorem 2.1. Euler’s theorem (also known as the Fermat-Euler theorem or Euler’s to- tient 

theorem) states that if n and a are coprime positive integers, then a
ϕ(n)

 ≡ 1 mod n. 

Definition 2.1. Let f (x) ∈ 2[x] be a polynomial of degree at least 1. Then f (x) is said to be 

irreducible over 2 if it cannot be written as the product of two polynomials in 2[x], each of 

positive degree. 

Proposition 2.1. Let f (x) ∈ 2[x] be an irreducible polynomial of degree n. Then 2[x]/(f (x)), 

the set of polynomials in 2[x] of degree less than n, is a field of order 2
n
. Addition and 

multiplication are performed modulo f (x), Therefore 2n   = 2[x]/(f (x)). In this case, 2n is 

called the splitting field of f (x). 

Proposition 2.2. For each n ≥ 1, there exists a monic irreducible polynomial of degree 

n over 2. 

Definition 2.2. Let f (x) ∈ 2[x] an irreducible polynomial over 2 of degree n and α a root of 

f (x). f (x) is called a primitive polynomial over 2 if α is a generator of a cyclic group F∗
2n. 

Proposition 2.3. The irreducible polynomial f (x) ∈ 2[x] of degree n is a primitive 

polynomial if and only if f (x) divides x
k
 − 1 for k = 2

n
 − 1 and for not small positive integer 

k. 

Proposition 2.4. For each n ≥ 1, there exists a monic primitive polynomial of degree n 

over 2. There are precisely ϕ(2
n
 − 1)/n such polynomials. 
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2 

 

 

Proof. This proof relies on 

i) n
n
 ≡ r

n
 ≡ r mod 8 if n is an old number and n ≡ r mod 8. 

ii) If n = 4k (n ≡ 0 mod 4), then n
n
 = 4

n
k

n
 = 2

2n
k

n
. 

iii) If n = 2 + 4k (n ≡ 2 mod 4), then n
n
 = 2

n
(1 + 2k)

n
 = 2

n
(1 + 2k)

2+4k
 = 2

n
(1 + 2k)

2
(1 + 4k)

4k
 = 

2
n
(1 + 4k + 16k

2
)(1 + 4k)

4k 

 

From Arjen K. Lenstra,
[5] 

we deduce the following results 

Lemma 2.2. f ∈ F [x] of degree n is irreducible if and only if gcd(f (x), x
2k 

+ x) = 1 for 

k = 1,..., . 

Theorem 2.2. [12] Let f (x) ∈ 2[x], and suppose disc(f ) ƒ= 0. Let t denotes the number of 

irreducible factors of f (x) over 2[x], and let F ∈ Z[x] be any monic polynomial such that F 

(x) ≡ f (x) mod 2[x]. Then t = deg(f ) modulo 2 if only if disc(F ) = 1 modulo 8. 

Proposition 2.5. Let d be an integer, and assume that there exist a positive integer n such 

that  we then get 

 

 

Proof. 1) Assume that n is an odd number. 

1.1) If n = 3, then d = 4 − 27 = −23 ≡ 1 mod 8. 
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1.2)  If n ≥ 4, we then have n ≡ 1 mod 2, then n− 1 ≡ 0 mod 2 and (n− 1)
n−1

 ≡ 0 mod 8, 

hence  mod 8. 

1.2.1) If n ≡ 1 mod 8 then n
n
 ≡ 1 mod 8 and  therefore d ≡ 1 mod 8. 

1.2.2) If n ≡ 3 mod 8 then n
n
 ≡ 3 mod 8 and   mod 8, 

therefore d ≡ 5 mod 8. 

1.2.3) If n ≡ 5 mod 8 then n
n
 ≡ 5 mod 8 and   mod 8, therefore 

d ≡ 5 mod 8. 

1.2.4) If n ≡ 7 mod 8 then n
n
 ≡ 7 mod 8 and  mod 8, 

Therefore d ≡ 1 mod 8. 

2) Assume that  is an even number, then n
n
 ≡ 0 mod 8 (Lemma 3.1), therefore 

 mod 8 

2.1) If n ≡ 2 mod 4, then n − 1 ≡ 1 mod 4 and  therefore 

d ≡ (n − 1)
n−1

 mod 8. 

2.1.1) If n ≡ 2 mod 8, then n − 1 ≡ 1 mod 8, therefore d ≡ 1 mod 8. 

2.1.2) If n ≡ 6 mod 8 then n − 1 ≡ 5 mod 8, therefore d ≡ 5 mod 8. 

2.2) If n ≡ 0 mod 4, then n − 1 ≡ 3 mod 4 and (−1)
 n(n−1) 

= 1, therefore d ≡ (1 − n)
n−1

 mod 

8. 

2.2.1) If n ≡ 0 mod 8, then n − 1 ≡ 7 mod 8 and 1 − n ≡ 1 mod 8, therefore d ≡ 1 mod 8. 

2.2.2) If n ≡ 4 mod 8 then n − 1 ≡ 3 mod 8 and 1 − n ≡ 5 mod 8, therefore d ≡ 5 mod 8. 

 

3) Irreducibility and primitivity of P (x) = x
n
 + x + 1 over 2 

All over this section we describe the conditions for which P (x) = x
n
 + x + 1 is irreducible over 

2. 

Lemma 3.1. The polynomial P (x) = x
n
 + x + 1 ∈ 2[x] has all roots α1, ..., αn distinct. 

Proof. Since d is the discriminant of the polynomial P (x) = x
n
 + x + 1, n and n – 1 are 

relatively prime, we then get 1 

mod 2 modulo 2, therefore  for all . 

 

Theorem 3.1. Let P (x) = x
n
 + x + 1 be a polynomial in 2[x] and α its root in its splitting 

field over 2. Then for all positive integer k, α
2k 

are roots of P (x) = x
n
 + x + 1. 
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2 

Proof. The proof of this theorem is done by recursion on k. If k = 0, then α is a root of P (x) 

= x
n
 + x + 1. 

Assume that the hypothesis of recursion is true until k and show that for k + 1. We have (α
2k

)
n
 

= α
2k 

+ 1. 

 

 

Then for all positive integer k, α
2k 

are roots of P (x) = x
n
 + x + 1. 

 

Corollary 1: Let P (x) = x
n
 +x+1 be a primitive polynomial in 2[x] and α its root in its 

splitting field over F. Then the set of all roots of P (x) = x
n
+x+1 is {α, α

2
, α

22 
, ..., α

2n−1 
}. In 

this case 2[α] is the splitting field of P (x) = x
n
 + x + 1 over 2. 

The proof of this corollary relies on theorem 3.1 and θ(α) = 2
n
 − 1. 

 

Proposition 3.1. The polynomial P (x) = x
n
 + x + 1 is irreducible in 2[x] for n ∈ {2, 3}. 

Proof. The polynomial P (x) = x
n
 + x + 1 is irreducible in 2[x] for n ∈ {2, 3} if and only if P 

(x) does not have a root in 2. 

 

Proposition 3.2. Let n > 3 be a positive integer, P (x) = x
n
 + x + 1 a polynomial in 

2[x] and d its discriminant. 

1) If n ≡ 1 or 4 or 6 or 7 mod 8 then P (x) has an odd number of irreducible factors. 

2) If n ≡ 0 or 2 or 3 or 5 mod 8 then P (x) has an even number of irreducible factors. 

Proof. Let N be the number of factors of P (x) = x
n
 + x + 1. 

By proposition 2.5, we deduce d ≡ 1 mod 2 for all positive integer n, therefore  in 2. 

1) i) If n ≡ ±1 mod 8 or n = 3 then d ≡ 1 mod 8 proposition 2.5, therefore N ≡ n ≡ 1 mod 2 

theorem 2.2. Hence P has an odd number of irreducible factors. 

ii) If n ≡ 4 or 6 mod 8 then d ≡ 5 mod 8 proposition 2.5, therefore  mod 2 theorem 

2.2. Since n ≡ 0 mod 2, then P has an odd number of irreducible factors. 
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2 

2 

2 

2) i) If n ≡ ±3 mod 8, then d ≡ 5 mod 8 proposition 2.5, therefore  mod 2 theorem 

2.2. Since n ≡ 1 mod 2, then P has an even number of irreducible factors. 

ii) If n ≡ 0 or 2 mod 8, then d ≡ 1 mod 8 proposition 2.5, therefore N ≡ n ≡ 0 mod 2 

theorem 2.2. Hence P has an even number of irreducible factors. 

 

Proposition 3.3. Let P (x) = x
n
 + x + 1 be a polynomial in 2[x] and n > 3. 

If n ≡ 2 mod 3 then P (x) is reducible over 2. 

Proof: Let j  be a third root of unity (ie j
3
 = 1). 

If n ≡ 2 mod 3, then j
n
 = j

2+3k
  = j

2
 = −j − 1, hence j  and j

2
 are roots of P (x), therefore 

x
2
 + x + 1 divides P (x) in 2[x]. Since n > 3, then . We get then P (x) 

is reducible over 2. 

 

Corollary 2. Let P (x) = x
n
 + x + 1 be a polynomial in 2[x] and n > 3. 

If n ≡ 2 or 5 or 8 or 11 or 14 or 17 or 20 or 23 mod 24 then P (x) is reducible over 2. 

 

Proof : Since n ≡ 2 or 5 or 8 or 11 or 14 or 17 or 20 or 23 mod 24 then n ≡ 2 mod 3 and n > 

3. The proof of this corollary relies then on proposition 3.3. 

 

The following results characterize the irreducible polynomials over a binary field of a fixed 

degree. The proof is well−known, see for example.
[1,2,3,4,14]

 

 

Theorem 3.2. For every n ∈ N, the product of all monic irreducible polynomials over F 

whose degree divide n is equal to x
2n 

+ x. 

 

Lemma 3.2. Let f (x) ∈ 2[x] be an irreducible polynomial of degree n. The following 

conditions are equivalent : 

1) f (x) is irreducible over 2. 

2) gcd(f (x); x
2k 

+ x) = 1 for  and f (x) divides x
2n 

+ x in F [x]. 

If deg(f (x)) > 1, then f (x) is irreducible over F if and only if gcd(f (x); x
2k−1 + 1) = 1 

for  and f (x) divides x
2n 

+ x in F [x]. 

 

Lemma 3.3. Let f (x) ∈ 2[x] be an irreducible polynomial of degree m. The following 

conditions are equivalent : 

1) f (x) divides x
2n 

+ x in F [x]. 
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2) M divides n. 

Corollary 3. If P (x) = x
n
 + x + 1 ∈ 2[x] is an irreducible polynomial over 2, then 

P (x) divides x
2n 

+ x in F [x]. 

 

Theorem 3.3. (Chinese Remainder Theorem) Given pairwise coprime positive integers 

n1, n2, nk and arbitrary integers a1, a2, . . . , ak, the system of simultaneous congruences 

 

 

Has a solution, and the solution is unique modulo N = n1n2 · · · nk given by formulae : 

x = a1.N1.y1 + · · · + ak.Nk.yk 

 

Where     and  mod ni for all i ∈ {1, · · · , k}. 

 

Corollary 4. The system of simultaneous congruences 

 

 

Has a solution, and the solution is unique modulo 24 given by formulae: 

n = 9a1 + 16a2. 

 

The proof of this corollary relies on Chinese Remainder Theorem 3.3. 

Theorem 3.4. If P (x) = x
n
 + x + 1 ∈ 2[x] is an irreducible polynomial over 2 and 

n > 3, then n ≡ 1 or 4 or 6 or 7 or 9 or 12 or 15 or 22 mod 24. The converse is not true 

Proof : We refer to propositions 3.2 and 3.3 and we get : 

If P (x) = x
n
 + x + 1 ∈ 2[x] is an irreducible polynomial over 2, then n is a solution of the 

system of simultaneous congruences 

 

Where a1 ∈ {1, 4, 6, 7} and a2 ∈ {0, 1}, hence n = 9a1 +16a2 mod 24 corollary 4. Therefore 
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We get n ∈ {1, 4, 6, 7, 9, 12, 15, 22} mod 24. 

Reciprocally, we have the polynomials x
31

 + x + 1, x
33

 + x + 1, x
39

 + x + 1, x
52

 + x + 1, x
54

 + x + 1 

and x
70

 + x + 1 are reducible over 2. Because x
3
 + x + 1 divides x

31
 + x + 1 and x

52
 + x + 1, x

3
 + 

x
2
 + 1 divides x

33
 + x + 1 and x

54
 + x + 1, x

7
 + x

6
 + x

3
 + x + 1 divides x

39
 + x + 1 and x

8
 + x

7
 + x

5
 

+ x
4
 + x

3
 + x

2
 + 1 divides x

70
 + x + 1 in 2[x]. 

 

 

 

While being based on these results, we deduce two programs for determining all ir- reducible 

and primitive polynomials x
n
 + x + 1 over a binary field 2, and we construct all irreducible 

polynomials x
n
 + x + 1 over 2 of degree at less greater than 1000 and all primitive 

polynomials of degree at less greater than 100. 

 

The irreducible polynomials x
n
 + x + 1 over 2 of degree at less greater than 1000 are those of 

degree n ∈ {2, 3, 4, 6, 7, 9, 15, 22, 28, 30, 46, 60, 63, 127, 153, 172, 303, 471, 532, 865, 900}. 
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The primitive polynomials x
n
 + x + 1 over 2 of degree at less greater than 100 are those of 

degree n ∈ {2, 3, 4, 6, 7, 9, 15, 22, 28, 30, 46, 60, 63}. 
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