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ABSTRACT
The process of protecting text files and secret messages is a very

*Corresponding Author
Dr. Hatim Zaini
Taif University, KSA. important process to protect this data from the risk of penetration and

protect it from intruders and data thieves. Therefore, it is necessary to

provide an easy-to-implement, fast and secure way to protect confidential data. In this
research article, an easy, secure and highly efficient method will be presented. This method
will depend on the use of the digital image as a data store from which all the keys necessary
to perform the encryption and decryption process can be extracted. The proposed method will
be implemented to obtain the experimental results needed to make comparisons with other

methods used to protect data to prove the efficiency of the proposed method.

KEYWORDS: Digital image, cryptography, PSNR, MSE, DES, AES, PK, throughput,
speedup.

INTRODUCTION

A digital color image™™® is a huge data complex that can be used or parts of it for different
important applications for data processing. This huge volume of data is circulated on a large
scale daily and can be obtained from various sources. It can also be easily generated due to

the availability of advanced equipment spread among people, including cellular devices.!"*"

The digital image, as shown in the figure 1, is represented by a three-dimensional matrix,
where each dimension is assigned to represent a color from the three colors red, green and

blue.[*2%°]
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Figure 1: Digital color image matrices.

The process of dealing with the digital image as a matrix facilitates the various processing
operations of the image, as it is possible to deal with the image completely or to deal with

parts of it extracted from the image.l***%

The digital color image has a specific size of values, which is confined between zero and 255,
and this size can be changed to suit the required application by enlarging or reducing its size
or by converting it to a linear or vertical matrix by implementing a resizing operation

illustrated in figure 2.

a =
193 15 129 B8 180
24 49 253 227 115
168 68 15 111 a7
g0 177 B9 2Z0 43

‘c=imresizef{a, [5 6]) b=imresize(a, [3 31} d=imresize{a, [1 51}
193 75 129 129 88 180 | 193 123 180 168 68 15 111 57
24 49 253 253 227 113 168 15 57
168 a8 15 15 111 a7 a1 29 43
168 a8 15 15 111 a7
a0 177 a9 a9 zZZ0 43

Figure 2: Image resizing.

Data cryptography as shown in figure 3 is a process of completely destroying the data so that
it is not understood or illegible by intruders or who are not authorized to view confidential
data, this can be done during the encryption phase, while the decryption phase must return a
data completely identical to the secret one without losing any piece of information.[*’%
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Figure 3: Data cryptography.

The quality of cryptography method measures by mean square error (MSE) and/or peak

signal to noise ratio (PSNR), these quality parameters are calculated using equations (1) 1nd
(2)[30-35]:

m—-1in—1

i _— .
MSE = — Zo: 20: IfG@D —ag@nNlz

MAX;
PSNR = 20logy, ( )

VMSE

Where: f and g are the files to be compared for quality.?®!

(2)

Therefore, the good data cryptography method must satisfy the following important things®®*
30]

- Easy to use and implement.

- High efficiency, by minimizing the encryption and decryption times, and thus increasing
the method throughput (number of bytes encrypted or decrypted in a second).

- Provides a high level of data communication security by increasing the degree of data
protection and making the process of data penetration difficult or even impossible.

- Provide a high quality by providing zero MSE value and infinite PSNR value between the
original text file and the decrypted text file.

- Providing a fully destruction of the encrypted file by providing big value for MSE and
small value of PSNR between the original and the encrypted files.
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Related works
Many methods®® ! are used to protect data and many of these methods are based on

standards DES (data encryption standard) and AES (advanced encryption standard).[?>12!

Plaintext(secret) Ciphertext(encrypted)

64 bit 64 bit

PK % 56 bit

Figure 4: DES encryption.

DES cryptography divides the text file into equal blocks (see figure 4), each block will be
encrypted using a private key and some logical and mathematical operations, the decrypted
blocks will be gathered to form the encrypted text file. Using DES based methods require
generating key, key scheduling and work keys calculation; this will increase the encryption,
decryption times and thus negatively affects the method efficiency. The encryption
decryption processes are implemented using a fixed number (16) of rounds based on the

private key which can be hacked making the method not highly secure.!811?°]

AES expands the security level by using longer PK (see figure 5), also this methods uses 14
rounds to accomplish the cryptography, each round is implemented using the work and sub
leys generated from the PK. DES and AES are suffering from the times required to generate
and calculate various keys used in various rounds, and this will slow the process of

cryptography and thus resulting in inefficient method of data encryption/decryption.

128-hit text block (plaintext)
d Round keys
a— (128 bits)
transformation K, 4 Private key
i (128, 192, or 256 hits)
Round 1 - |
K, 2
2 E R | Key size
Round 2 < - % 10 128
K, z &
. 5 12 192
14 256
Round N, Relationship between
(slightly different) Ky number of rounds®)
and cipher key size
Y
128-bit block ciphertext

Figure 5: AES encryption.
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The proposed method

The proposed method uses the digital color image as a data collector to obtain the secret key

or keys needed for the encryption and decryption process. This image provides a high degree
of protection for the following reasons:

v

v
v
v
v

The huge image size, which is difficult to guess.

The image is kept confidential and agreed upon by the sender and receiver.

The image is not sent via various social media.

Possibility to change the image at any time.

The possibility of using parts of the image and from specific locations to extract the keys
necessary for the encryption process.

The proposed method allows the possibility of encrypting the secret text files in a block by

block and the block size can be variable or the possibility of encrypting the text file in burst
way.

The process of encrypting the secret text file is carried out by block by block, as shown in the

figure 6 according to the following steps:

Image key
Text Encrypted text
e ziad alqadi abcl
o Jordan amman1234 4-64a70(04Vn8%5~
) Irbid Aqaba 0+%4 8N8
o e Data encryption =" hue{ .
: Stegano g—raphv 659%v/(02/ ‘nygvo
Location o fite oite
g 21772 Aqaba nice city s ——
B0 ABCABCDDDEEERRTT 94123 :1)0:0(80
123ABC****892CDE 027 80=>010& gvo
: 1562 v 0r5-03/
Image_subkey Imagekey is fine :S_G:lngivof‘ °
e ) Message security 0o0000%#0z
Resize L E:: " o
Key 7N OvdO00DsMz wkd O
78 68 87 80 65 86 110 89 103 80 63 78 8971 86 79 e t_/’\/;} Y75
Block size=16 byte N G9Ln?.8*
OI$# 1
yOs5\+"6

Figure 6: Encrypting text file block by block.

Step 1: Select the secret image.

Step 2: Select the image_subkey, extract it from the image depending on the selected
locations.

Step 3: Divide the text file into blocks with equal sizes.
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Step 4: Get the private key (PK) by resizing the image_subkey.

Step 5: For each block: apply XORing of the PK and the text block to get the encrypted
block.

Step 6: Merge the encrypted blocks to get the encrypted text file.

The decryption process can be implemented applying the following steps (see figure 7):

Step 1: Get the secret image.

Step 2: Get the image_subkey, extract it from the image depending on the selected locations.
Step 3: Divide the encrypted text file into blocks with equal sizes.

Step 4: Get the private key (PK) by resizing the image_subkey.

Step 5: For each block: apply XORing of the PK and the encrypted text block to get the
decrypted block.

Step 6: Merge the decrypted blocks to get the decrypted text file.

Encrypted text

4-64a70(04Vn8%5~
0+%4 8N8

=" hue{

659%v/(02 nygvo

Image key
o

%#1a3 :0)0:0(80
027 80>010& gvo
0562 v005-03/0
000000*#0z

Y W
Location
43:80,92:177:2

ooo Text
OvdOOODsMz wkOO

Image subkey ziad alqadi abc1

)678= Jordan amman1234

GOLn? 8* Irbid Agaba

oI 1 Data encryption

vO5\:+"6 Steganography

- T Agaba nice city

ey ABCABCDDDEEERRTT
Key \ 123ABC****892CDE
78 68 87 80 65 86 110 89 103 80 63 78 8971 86 79 .:;.(M-)R‘“? = Imagekey isfine
LS A Message security

Block size=16 byte —

Figure 7: Blocks decryption.

The second way is to encrypt decrypt the text file in burst way, here the encryption process

will be implemented applying the following steps (see figure 8)
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§§ 107 76 72 66 64 50 76 78 83 76 60 75100 8§ 80
72 86 77 73 68 102 104 82 95 67 62 82 9076 §3 82
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43 56 79 77 111 125 §2 72 128 80 109 101 5389 96 86
70 63 65 33 55 86 72 75 91 90 108 95 8188 76 82

Z2RV1-k(?0*#18+

Block size=text file size

Figure 8: Encrypting text file in burst way.

Step 1: Select the secret image.

Step 2: Select the image_subkey, extract it from the image depending on the selected
locations.

Step 3: Get the private key (PK) by resizing the image_subkey.

Step 5: Apply XORing of the PK and the text file to get the encrypted file.

The decryption process can be implemented applying the following steps (see figure 9)

Step 1: Get the secret image.

Step 2: Select the image_subkey, extract it from the image depending on the selected
locations.

Step 3: Get the private key (PK) by resizing the image_subkey.

Step 5: Apply XORing of the PK and the encrypted text file to get the decrypted file.
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Figure 9: Decryption using burst way.

Implementation and experimental results
Before analyzing the obtained experimental results, let us summarize the main features of the

proposed method comparing with DES and AES methods, table 1 show the comparisons:

Table 1: Methods features comparison.

Feature DES AES Proposed
Data block size 64 128 Any size, Text size
PK length 56 128,192, or 256 | o128 Of selected block
or text file size
Principle Feistel Cipher substitutior) and Imz_ig_e selecting,
permutation resizing
Rounds 14 16 No rounds
Expansion Permutation, Sub bytes, Shift rows,
Operation Xor, S-box, P-box, Xor and | Mix columns, Add round | resizing, XORing
Swap keys
Security Low High Very high
Speed slow slow Very fast
Image . Difficult Difficult Very easy
encryption
Simplicity Not simple Not simple Very simple

Various messages with various lengths were treated using the proposed, DES and AES

methods; table 2 shows the obtained experimental results:
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Table 2: DES, AES and proposed methods efficiency results.

. DES encryption | AES encryption | Proposed encryption
Message size time(seconds) time(seconds) time(seconds)
20527 2 4 0.043000
36002 4 6 0.044000
45911 5 8 0.044300
59852 7 11 0.045300
69545 9 13 0.045400
137325 17 26 0.047000
158959 20 30 0.047900
166364 21 31 0.048300
191383 24 36 0.050700
232398 30 44 0.051000
Average Time 14 21 0.0467
Throughput (Bytes/sec)= 7987.9 5325.2 2394600
Average size/average time

From table 2 we can see that the proposed method is more efficient and it increases the
process of cryptography throughput rapidly, table 3 shows the speedup provides by the
proposed method, while figure 10 shows a comparison of encryption times for the three

methods.

The quality parameters (MSE and PSNR) were calculated and the proposed method gave
excellent values for these parameters during the encryption and decryption phases, thus the

proposed method satisfy the requirements of good method of cryptography.

Table 2: Speedup calculation (speedupl=time2/timel).

Method DES AES Proposed
DES 1 1.5000 0.0033
AES 0.6667 1 0.0022
Proposed | 299.7859 | 449.6788 1

45

=
=}

w
o

=1

-------------------------------------------------------------

_____________________________________________________________

- [T w
[=T I

o

Encryption time(second)

: : i | —DES
) SSS 0=st A L ——nes
: : Proposed

0 0.5 1 1.5 2 25
Data size(byte)

x10°

Figure 10: Encryption times comparisons.
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The proposed method was implemented using various text file using various private key

(private key length=text file length), table 4 shows the obtained results:

Table 4: Various file encryption-decryptions proposed method results.

Text Encryption Decryption Throughput
size(byte) | time(seconds) | time(seconds) | (K bytes per second)
160 0.004548 0.004548 34.3558
240 0.049947 0.049947 4.6925
320 0.052635 0.052635 5.9371
400 0.053271 0.053271 7.3328
480 0.053913 0.053913 8.6946
560 0.054575 0.054575 10.0206
640 0.054602 0.054602 11.4465
720 0.054809 0.054809 12.8286
800 0.054884 0.054884 14.2346
880 0.054951 0.054951 15.6389
960 0.054467 0.054467 17.2123
8000 0.059866 0.059866 130.4998
16000 0.063176 0.063176 247.3249
24000 0.063575 0.063575 368.6591

The obtained results shown in table 4 also prove the efficiency of the proposed method

providing a high value of the cryptography throughput, figures 11 and 12 show the

relationship between the text file size and the encryption time and the throughput.

0.07

=
=)
o

Encryption time{second)

006

05

1 15
Size (byte)

9 325
10"

Figure 11: Relationship between text file size and encryption time.
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Figure 12: Relationship between text file size and throughput.

CONCLUSION

A simple, easy to implement, accurate, highly secure and efficient method of text file
cryptopograpghy was proposed and implemented. The proposed method used a huge color
image as an image_key, this key is impossible to hack and it can be used to generate the
cryptography private key. The proposed method results were compared with other
cryptography stanadard method and the proposed method increased the effiiency by
significantly deacreasing both the encryption and decryption times, thus rapidly increased the
cryptography process throughput. The proposed method satisfied the requirements of good
method of cryptography by giving excellent values for the quality parameters MSE and
PSNR in the encryption and decryption phases.
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